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Karouosi uiai €gponeticbkol Komicit (EK) y
noaitmuul Kibepbesneku.

1. 3pooutu €C OLIBII IIOTY>KHUM rpaBiieM y cpepi
KiOepOes3neku Ha MDKHaApPOAHOMY Ta CBITOBOMY
P1BHI.

2. IHTerpaiisa xKxioepoes3neku 10 CIlIbHOI
IIOJIITUKHU O0e3leKHu Ta 00opoHu €C.

3. IlIigBHUIIIeHHSI MO>K/IUBOCTeH €C y chepl
KiOepOes3neku Ta 00MIHY IHPOpPMaAI[IEX0 MK
KpalHAMH-4wiIeHaMH €BponenuchbKoro Coroay.
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DPOPMYBAHHA HOPMAMUBHO-NPABOBOL OA3U NOATMUKU
Kibepbesneku €C:
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Crparerisa Kioepoesmneku €C | EU Cyber
Security (2013)

I’'amb ocHOBHUX nplopumemis Cmpamecii Kibepbesneku €C (2013):

e I[ITBUIIIeHHS K10€PCTIHMKOCTI.

e CKOpOUYeHH4 K10ep-3JIOUMHHOI TI1JIHHOCTI.

e Po3pobKa moiTuKU €C 1110710 KI0ep3axXuUCTy Ta IIOIJIN0JIeHHA
MOZKJIMBOCTEH 0 II0CUJIEHHS CIILJIbHOI IIOJIITUKU 0e311eKH Ta 000poHH €C
(CSDP).

e PO3BUTOK IIPOMUCJIOBHX 1 TEXHOJIOTIUHHX PECYPCIB I IIOCH/IeHHI 1
3abesreueHH KibepbesreKH €C.

e CTBOpPEHHH y3Tro/[KeHOI IIOJIITUKH MK KpalHaMH-wieHaMHU €C B Kibep-
IIPOCTOPI1 1 IIPOCYBAHHA OCHOBHHX ITIHHOCTer €C Ha MIDKHaAPOHIOMY PIBHI.
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CrpaTteriia kioepoesnmeku €C | The EU's Q}:

Cybersecurity Strategy for the Digital
Decade (2020)

e [locriieHHd JIilepcTBa YV chpepl MIPKHAPOTHUX HOPM 1 CTaHIAPTIB Y
K10epIIpocTopi.

e 3aXUCT €BPOIIEHCHKUX ITIHHOCTEH 1 IIpaB y KibepIIpocopl.

e 30U/IBIIIeHHS PIBHA Ki0EePCTIMKOCTI KPUTHYHO BaXK/IMBUX JIepKaBHUX 1
IIPUBATHUX CEeKTOPIB.

e 3aJIyYeHHS IIITYYHOIO IHTEJIEKTY 10 apXITeKTYPHU EBPOIIEHCHKOI
Kibepbes3IieKu
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CTPVKTYPA €BPOIIEMCBHKOI
KIBEPBLESIIEKU
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Digital Market Act

0OMeta Alphabet @f

AKT CIIpgIMOBaHUKU Ha Te, 11100
3pOOHMTH PHHKH B IHMPPOBOMY
CeKTOpl OLIBII CIpaBeA/IMBUMHU Ta
KOHKYPEeHTOCIIPOMO>KHUMMU. J1s
IIbOoro DMA BCTaHOBJIKOE HAOIp YITKO
BH3HAUEHUX OO0’€KTUBHUX KPUTEPIIB
IUIA 1TeHTU QIKaIl] «reuTKIIIepiB».
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3aCHYBaHHS €BPOIIEUCHKOT0 areHTCTBA Mepe>keBol Ta
1HQopMmarririHol 6esreku (ENISA) Oyyi0 3aTBepKeHO
10 Oepe3na 2004 p. persrameHToM Ne  460/2004
€BPOIIEHCHKOTO IIapJIaMEeHTY.
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CTpyktypa Ta opraHisamig ENISA 1epembaueHa
persiaMmeHTOM 2019/881 €BpPOIIEHCHKOrO IIapjlaMeHTy
BiI 17 kBITHA 2019 pOKYy.

A/MIHICTPATHUBHA TA VIIPABJ/IIHCBKA
CTPYKTYPA ENISA

[IpaBiiHHI BHKOHaBUa BuxkoHaBuuii KoHcyabTaTHBHaA HallloHa/JIbHa

paza THUPEKTOP rpyna ENISA Meperka
0Q111eP1B 3B'A3KY
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i
ari?gii; The EU Computer Emergency Response Team (CERT-EU) 0yJ1o
response CTBOpPeHO B 2012 poI1l 3 MeTOX HaJaHHA eeKTHUBHOI Ta A1€BOI
team peaxtrii, 110 IIOJIATa€e B 3MiMCHEeHH] e(peKTUBHOI IIPOTHUII]

MO>KJIMBUM IHITUIEHTaM Ta Kibep-3arposam y Kibep-upocTopi

CERT-EU

The EurOpOI'S CYhercrime Centre (ECC) 6YB CTBOpEHI/IfI y 2013 R El IRF«pDL E B 3
POIIi IK HeBi'eMHa yacTHHA €BPOIIOJIY Ta CTaB Sabll e bl
KOOPAMHAIIMHUM IIeHTPOM 3 3aI100iraHHA TPaHCKOPIOHHOI
Ki0ep3JIOUNHHOCTI.
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Social engineering threats

Threats that attempt to exploit a
human error or human behaviour to
gain access to information or services.

82% of data breaches involved
a human element.

Internet threats

Attacks with an impact on the
availability of the internet.
For example BGP (Border
Gateway Protocol) hijacking.

As of June 2022, 15% of the
internet infrastructure in Ukraine
has been destroyed by Russia.

SPAM

Threats against data

Attacks to gain unauthorised
access to data and to manipulate
data to interfere with the
behaviour of systems.

Servers were the assets most often

targeted by an attack (almost 90%).

Top cyber threats

inthe EU

Distributed denial-of-
service (DDoS) threats

Attacks preventing users of

a network or a system from
accessing relevant information,
services and other resources.

July 2022 saw the largest
ever recorded attack against
a European customer.

Ransomware attacks

Attacks where cybercriminals take
control of a target’s asset and demand
a ransom to restore its availability.

60% of affected organisations may
have paid ransom demands.

Malware

Malicious software designed
to damage, disrupt or gain
unauthorised access to a device.

In June 2022 alone, adware
trojans were downloaded
around 10 million times.
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Supply-chain attacks

An attack strategy targeting an
organisation through vulnerabilities
in its supply chain with the potential
to induce cascading effects.

Supply chain incidents accounted
for 17% of intrusions in 2021
compared to less than 1% in 2020.
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Disinformation -
misinformation

An intentional attack that consists
of creating or sharing false

and misleading information to
manipulate public opinion.

Mass disinformation campaigns
were already targeting Ukraine
before Russia launched its invasion.

Source: EU Agency fior Cybersecurity (data from July 2021 to July 2022)
© Edropean Union, 2072
Reproduction is authosised, provided the source is acknowledged



Y ntotomy 2023 poky EBpornencbka KOMicid
NOCTaHOBWJ/IA PilLEeHHA 414 CNiIBPOOITHUKIB, LU0
BMarano smnganeHHs TikTok-y 3i cBOIX TenedoHiB i
KOpnopaTUBHUX NMPUCTPOIB.

Cnigom 3a €Bponoto ypas KaHagm oronocrs nNpo
3a00pPOHY CoL-MepeXxi Ha TeslepOoHaxX AepPKaBHUX
CMiBPOBITHUKIB.

"A niao3pioto, WO Ko ypsaa po6uTtb BaXKJiInBUN
KpoK, noBigomMnsoumn BCim ¢pegepasibHNM
cny>k6oBUAM, L0 BOHU 6isibLLe He MOXKYTb
BukopuctoByBaTu TikTok Ha cBOIX po6ouunx
TenedpoHax, 6arato KaHaguiB, Big 6i3HecMeHiB A0
npuBaTHUX 0Ci6, MalOTb 3aMUCIUTUCL NPO
6e3neKky nepcoHanbHUX AaHuXx", - npemMm'ep MiHicTp
A>xacTiH Tprogo.

Tik-ToK K mpoBigHa Ki0oep3arposa
€Bponerncepkoro Cor3y Ta 3axoay:
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BHUCHOBKM:

1.B octaHHe mecATHIITTA €C II0UuaB aKTUBHE BHBYEHHSI MOKJIUBOCTEH 3
BHUKOPHCTAHHA KIOep-IIpOoCTOPY Ta 3allyCTHB TIPYHTOBHI MeXaHI3MHU
3abesrnieueHHd KiOep-6e3reku ceped KpalH-uieHIB €C 1 IIPOBUIHUX
EBPOIIEMCHKHUX IHCTUTYITIH.

2.€C BOJIO/IIE IIIMPOKOI0 HOPMATUBHO-IIPABOBOI 043010, IKa PeryJire IIUTaHHA
KibepbOesrieky, 3arajoM €C BHU3Hauae KiOep-0es3lleKy Ta CTaOLIbHICTHL VY
ITbOMY ITPOCTOPI K CTPATEriyHO Ba>K/IMBUH HAIIPIMOK PO3BUTKY €C.

3.BusHaueHHd Kibep-3arpos mjid €C € BaKJIIMBUM UYMHHUKOM, 1110 BIIJIMBA€E Ha
GOopMyBaHHSA CIILUILHOI IIOJIITUKH 0e3IlleKH Ta 000poHU EC.

4.Kibep-mosiTuka €C HaIllJlIeHa Ha CIPUIHHS PO3BUTKY MaJjIoro 0O13HeCy Ta
ITeMOHOIIOJII3aIllI0 PUHKY Y coepi IT.
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